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This research describes a method for studying the authenticity/unauthenticity of the information 
reported by people in video images. It is based on automatic tracking of coordinates of key points of 
a speaker’s face using OpenFace software. When processing the data, the multiple linear regression 
procedure is used. It was found that the dynamics of neighboring key points in the obtained models 
has a multidirectional character, indicating the presence of a superposition of several dynamic struc-
tures, corresponding to the characteristic complex changes in the face position and facial expressions 
of the sitter. Their isolation is realized by means of the principal component analysis. It is shown, that 
the first 11 principal components describe 99.7% of the variability of the initial data. The correlation 
analysis between the number of credibility/confidence statements on the set of time intervals and the 
principal component loadings, allows to differentiate the dynamic structures of the face, connected 
with the assessments of credibility of the reported information. Automated analysis of face dynamics 
optimizes the process of collecting empirical data on the sitter’s appearance and their semantic struc-
turing, as well as expands the range of predictors of the assessments of the truthfulness of the messages 
received.

Keywords: video images of the communicant, predictors of the reliability of the reported informa-
tion, key points of the face, dynamic structures associated with assessments of the truthfulness of the 
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Описывается метод изучения достоверности/недостоверности сообщаемой информации 
людьми на видеоизображениях. В его основе лежит автоматическое отслеживание координат 
ключевых точек лица говорящего с помощью ПО OpenFace. При обработке данных используется 
процедура множественной линейной регрессии. Обнаружено, что динамика соседних ключевых 
точек в полученных моделях имеет разнонаправленный характер, указывающий на наличие су-
перпозиции нескольких динамических структур, отвечающих характерным комплексным изме-
нениям положения лица и мимики натурщика. Их выделение реализуется посредством анализа 
главных компонент. Показано, что первые 11 главных компонент описывают 99,7% вариатив-
ности исходных данных. Корреляционный анализ между количеством оценок достоверности/
недостоверности высказываний на множестве временных интервалов и нагрузками главных 
компонент позволяет дифференцировать динамические структуры лица, связанные с оценка-
ми достоверности сообщаемой информации. Автоматизированный анализ динамики ключевых 
точек лица оптимизирует процесс сбора эмпирических данных по внешности натурщика и их 
семантическое структурирование, а также расширяет спектр предикторов оценок истинности 
получаемых сообщений.

Ключевые слова: видеоизображения коммуниканта, предикторы достоверности сообщаемой ин-
формации, ключевые точки лица, динамические структуры, связанные с оценками истинности ин-
формации.
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Introduction

When analyzing the assessments of the reliability / unreliability of the information, re-
ported by the communicant, general and local changes in facial expressions, gaze direction, head 
position, various gestures, hand movements and other non-verbal acts are used as markers [2]. 
This requires from the researcher a preliminary specification of the allocated acts and their step-
by-step marking. Manual step-by-step coding and decoding of dynamic features, seems to be very 
laborious, and the objectivity of the experimental data obtained in this way needs additional 
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justification. Automatic facial landmark detection tools provide a more effective solution to this 
problem. This paper discusses the prospects for the use of technologies for automatic facial land-
mark detection when performing assessments of the reliability / unreliability of the reported in-
formation.

OpenFace software [5] performs automatic facial landmark detection in the photo and vid-
eo images. 68 facial landmarks and additional 55 points in eyes area (in 2D and 3D coordinate) 
detected. Also gaze direction, head orientation and 17 Action Units (AU1, AU2, AU4, AU5, 
AU6, AU7, AU9, AU10, AU14, AU15, AU17, AU20, AU23, AU25, AU26, AU45) detected. 
Farther, software record parameters of Point Distribution Model (PDM), used to localize facial 
landmarks. These parameters represent loadings of 34 principal components, corresponding to 
the patterns of changes in the structure of the face. This PDM was previously built on the mate-
rial of the training sample.

As you can see from the above description, the resulting markup contains groups of data, 
refer to different levels of facial expression description. As pilot experiments have shown, the joint 
use of several groups of indicators complicates further meaningful interpretation of the results. 
In this work, we used only 3D facial landmarks. The work is methodological in nature, aimed 
at development of techniques of analysis and subsequent visualization of the results, as well as 
assessing the prospects of using the OpenFace markup as initial data about the expression of a 
person’s face.

The work is based on the experimental materials, obtained in previous study. Eye move-
ments of participants in this study described in [1], linear regression model, based on the manual 
expert data markup described in [2].

Methods

Procedure. The stimuli were video records of simulated and natural communication situa-
tions. In simulated situations participant had to tell the experimenter either knowingly reliable or 
knowingly false information. The natural communicative situation was a fragment of a structured 
autobiographical conversation based on the identification of risk factors and bad habits [3]. A to-
tal of 15 video clips were used (5 — a “true” situation, 5 — a “lie” situation, 5 — an “interview”). 
The duration of each fragment was 60 s, the frequency was 25 frames / sec, and the duration of one 
frame was 40 ms. The subject’s task was to determine, by the person’s facial expression, the frag-
ments of the conversation when the latter looks sincere and inspires confidence in the observer — 
he is telling the truth (the answer is “right arrow”, “true” on the PC keyboard), or not inspires 
confidence, lies (the answer is “left arrow”, “lie”).

Participants. Thirty five participants (23 female) aged between 18 and 49 ears (mean = 24.7) 
participated. Participants reported normal or corrected-to-normal visual acuity. All the subjects 
had no experience in assessing the reliability of the information provided by non-verbal signs.

Data Anaysis

The video clips, used in the experiment, were processed with OpenFace 2.0 software. 3D 
coordinates of facial landmarks (face contour, eyes, mouth, nose) obtained. Facial landmarks co-
ordinates and information about the number of assessments “believe” / “do not believe” averaged 
on the time intervals of 1000 ms (25 sequential frames). Linear regression performed in R statisti-
cal environment [7] using the lm function (stats package). The construction of models, explaining 
the estimates of observers through coordinates of facial landmarks at the current or previous time 
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intervals, performed. The selection of the best models was carried out according to the maxi-
mum value of the corrected coefficient of determination R²adj. For further analysis, models were 
selected that correspond to the coordinates of key points in the time interval, preceding the ob-
servers’ estimates by 3 sec. Data set include 750 data intervals (50 consecutive intervals for each 
60-second video clip; 10 initial intervals were excluded). Insignificant variables were excluded 
step by step, based on Akaike information criterion (AIC), (package stats, step function). At the 
next step, the variable that provides the maximum decrease in the criterion value was excluded 
from the model. The procedure was stopped when the exclusion of any of the remaining variables 
did not decrease the criterion value [6].

The final regression model for the estimates “true” had a value of R²adj = 0.31, for esti-
mates “false” R²adj = 0.27. Direct interpretation of the models is difficult by their significant 
size (99 variables for estimates of “true”, 100 variables for estimates of “false”). For ease of inter-
pretation, we have applied the following technique. Since the discussed variables represent the 
coordinates of the facial landmarks, the corresponding model weights should be considered as 
the directions and values of the displacement of the corresponding facial landmarks, correspond-
ing to the estimates “true” and “false”. The reference face coordinates were calculated as average 
coordinates over the original dataset. The weights were rendered as vectors outgoing from facial 
landmarks points. The final coordinate of each vector was determined by the values of the cor-
responding weighting factors. The results are shown in Fig. 1.

For the “true” estimates the image is characterized by vertical dynamics of the left (rela-
tive to the observer) eyebrow and a downward displacement of the lower part of the mouth. For 
the “false” estimates the image is characterized by horizontal displacements in the area of the 

Fig. 1. Visualization of linear regression models, corresponding to estimates “true” (upper row) and “false” 
(bottom row). Face projections: frontal view, left (relative to the observer) profile, right profile
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eyebrows, the left eye, and partly the mouth. There are also multidirectional horizontal displace-
ments in the middle right part of the face contour.

As seen in Fig. 1, the dynamics of neighboring facial landmarks is often multidirectional and 
contradictory. Interpreting this result, we conclude that the constructed linear regression models 
actually reflect not a single complex of features, associated with estimates of the reliability, or not 
the reliability of the reported information, but a superposition of several different changes in the 
structure of the face, associated with these estimates.

In this case, the selection of the actual features, that the observers are guided by, can be 
carried out by solving a problem similar to that performed by the Open Face developers via Point 
Distribution Model. The distribution kit of the program contains an example of the source code 
that performs the selection of the main components of the model on the training set.

Based on this example, we performed principal component analysis on the evaluated videos. 
OpenFace frame-by-frame facial landmarks markup performed. Each video record of 60 seconds 
duration at 25 frames / sec corresponded to 1500 marked frames. The total size for 15 video 
fragments was 22500 frames, 204 variables for each frame (X-, Y-, Z- coordinates of 68 facial 
landmarks). Principal component analysis performed in R with stats package (function prcomp, 
scale=TRUE). The results of the analysis show that the existing variability of the facial expres-
sion is well explained by the first main components. Thus, the first 11 components explain 99.7% 
of the variability in the coordinates of facial landmarks (Fig. 2).
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Fig. 2. Variation in facial expressions attributed by the first principal components
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Let us describe in detail the content of the first principal components.

The PC1 component represents the displacement of the face to the left — down — forward 
(relative to the observer). Component PC2 — consistent left — up offset; the left half of the face 
turns back, the right half forward. Component PC3 — consistent shift to the right — up — for-
ward; see Fig. 3.

Component PC4 represents shift to the right, the left half of the face turns back, the right 
half — forward. Component PC5 — counterclockwise rotational movement relative to the tip of 
the nose; the left half of the face turns forward, the right half of the face turns back. Component 
PC6 — tilt, upper part moves forward, lower part back; see Fig. 4.

Component PC7 represents “depth reduction” of the face; the contour of the face is dis-
placed forward, the contours of the mouth and nose are displaced backward. Component PC8 — 
“increase in depth” in the left half of the face and “decrease in depth” in the right. Component 
PC9 — displacement of the mouth forward and chin — backward; see Fig. 5.

Component PC10 represents nose moves backward, corners of the mouth forward. 
Component PC11 — compression of the mouth, the corners of the mouth are displaced forward, 
the contour of the face is partially back; the eyes and eyebrows are raised; see Fig. 6.

Are the identified principal components related to the estimations of reliability / unreli-
ability of the reported information? For the verification, the matrix (204x22500 values) of the 
loads, obtained as a result of the analysis of the principal components, was used. The data was 
aggregated for intervals of 12 frames (480 ms). For each interval, the total number of estimates of 

Fig. 3. Visualization of principal components PC1 — PC3. Face projections: frontal view, left 
(relative to the observer) profile, right profile
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Fig. 4. Visualization of principal components PC4 — PC6
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Fig. 5. Visualization of principal components PC7 — PC9
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“true” / “false” given by observers was calculated. These estimates compared the loads of the prin-
cipal components for the time interval in which the estimates were given and the previous time 
intervals. The depth of analysis was 40 intervals. For each assessment and loads of the principal 
component, the Pearson correlation coefficient was calculated. In total, 204 (number of principal 
components) x 40 (number of time intervals) = 8160 combinations were tested. The initial selec-
tion of data was carried out at a significance level of p <10-4.

For assessments of the reliability of the information reported, 71 significant correlations 
were obtained based on the results of the initial selection. A total of 46 significant correlations 
correspond to the four most frequent principal components. 69 significant correlations were ob-
tained for assessing the uncertainty of the reported information based on the results of the initial 
selection. A total of 39 significant correlations correspond to the four most frequent principal 
components.

The results of the correlation analysis for the four most frequent principal components that 
determine the assessment of the reliability of the reported information are presented in Fig. 7.

The presented results show that the individual principal components contribute to the 
“true” estimates at different time intervals. The PC2 component operates in the time interval 
from -1.5 sec to -7 sec and in the interval from -17 to -19 sec. Component PC7 — in the range 
from -7 to -14 sec. Component PC9 — in the interval up to -8 sec. The PC5 component reduces 
the number of validity assessments in an interval of up to -2 sec.

The results of the correlation analysis for the four most frequent principal components that 
determine the assessment of the unreliability of the reported information are presented in Fig. 8.

The PC4 component causes a decrease in the “false” estimates in the range from -7 sec to 
-11 sec. The PC7 component causes a decrease in the “false” estimates in the range from -0.5 sec to 
-2 sec. The PC10 component causes an increase in the “false” estimates in the range from -12 sec 
to -17 sec. The PC11 component causes a decrease in the “false” estimates in the interval up to 
-8 sec.

Fig. 6. Visualization of principal components PC10 — PC11
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Fig. 7. Correlations of the estimates of the reliability of the reported information with the loads 
of the principal components at separate intervals of the analysis
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Fig. 8. Correlations of the estimates of the unreliability of the reported information with the loads of the 
principal components at separate intervals of the analysis
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Discussion

Assuming a maximum analysis volume of 11 principal components and an analysis time 
range of 40 intervals, we obtain a total analysis volume of 440 correlations. In this case, the initial 
level of significance p <10-4 after conservative correction for multiple comparisons corresponds 
to p <0.05. Thus, it can be argued that the revealed patterns are indeed statistically significant. 
Beyond the scope of the analysis remains the contribution of low-frequency principal compo-
nents, characterized by correlations on a small number of time intervals (from 1 to 4 correlations 
per component). Indeed, rare facial expressions can potentially be markers of the reliability / 
unreliability of the information being reported, however, obtaining statistically reliable results in 
this case requires a significant increase in the volume of the analyzed video sequence.

Clarification of the features of the contribution of individual principal components can be 
carried out by visualizing the unsmoothed temporal dynamics of the analyzed component with 
the application of time stamps corresponding to the estimates given by observers. An additional 
factor mediating the contribution of the dynamics of facial expressions may be the direction of the 
observer’s gaze at the time of the appearance of potentially important changes in the dynamics of 
the face.

The results of the correlation analysis show that individual dynamic structures are charac-
terized by different sensitive time ranges. Various changes in the dynamic structure of the face 
can affect the assessments given by observers both relatively quickly and with a significant delay. 
The depth of analysis we used, of 20 seconds, does not fully cover the actual range of relationships 
between changes in the dynamic structure of the face and the estimates given by observers. When 
planning future experiments, instead of a large number of short videos, you should use a smaller 
number of longer videos, which will make it possible to increase the depth of analysis without 
drastically increasing the total duration of the experiment.

Further application of multiple linear regression does not seem promising due to high cor-
relations between the loads of the analyzed principal components at adjacent time intervals. As 
a result, linear regression can give opposite signs of regression coefficients for the same principal 
component for adjacent time intervals, which contradicts the data of correlation analysis.

The analyzed three-dimensional markup is produced by the OpenFace program based on 
the analysis of a two-dimensional video sequence. At the same time, we did not analyze the algo-
rithm for the transition to 3D data. Separate data on the identified main components (PC7, PC8) 
raise questions regarding the actual dynamics of the face, corresponding to changes in its depth. 
The solution to this problem requires additional analysis, which implies the selection of video sec-
tions with high values of the corresponding components. In the future, the optimal way to obtain 
markup is to switch to the use of equipment that allows hardware to determine the image depth, 
for example, Intel RealSense D435.

Conclusion

The results obtained demonstrate the fundamental possibility of using the marking of facial 
landmarks as a source of information about facial dynamics. Further, the identified characteris-
tics of the dynamics of the face can be associated with the studied features of the perception of the 
facial expression of the communicant.

The allocated principal components are complex coordinated dynamic changes in the struc-
ture of the face, reflecting the characteristic changes in the position of the head and facial expres-
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sions. The features of the analysis make it possible to determine characteristic dynamic patterns 
that cover the main range of dynamic changes.

Obviously, the proposed method does not cancel, but supplements the previously described 
procedures for manual encoding / decoding of dynamic information about the communicant’s 
appearance. Automated analysis of the dynamics of key points of the face not only optimizes the 
process of collecting empirical data and their semantic structuring, but also expands the range of 
predictors of estimates of the truth of received messages.
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